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[Note: it came up during the Q&A that properly, the title of this talk should be ”…Participatory State-Building”, as we’re properly talking about building states, not nations.  Or, even, “state-like entities”.  I’m leaving it the same.]



• The complexity of our systems mirrors 
the complexity of our society 

• All systems can fail 
• Complex systems fail complexly 
• Any system can be analyzed 
• Different kinds of analysis are acceptable 

for different [social] systems 
• A lack of systems thinkers is causing 

problems 
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Systems and Systems Failures 

Presenter
Presentation Notes
The complexity of the systems we build as a society mirrors both the organizational structure and the complexity of our society itself
All systems have ways they can fail
Complex systems fail in non-obvious ways
Systems with many components fail often fail due to interactions between different widely separated parts of the system, instead of within a component
The more interactions a system has, the more ways it can fail.  The more spread out a system is, the harder these failures will be for humans to find before they happen.  The more semantically complicated the interactions are, the harder failures are to prevent, characterize, or even detect.
Any system can be analyzed in a systematic way
Must pay attention to the kinds of analysis acceptable for a system
Not having systems thinkers analyze law is causing problems



• System of formal rules that govern a 
society* 

• Contextual 
• Temporary settlement between 

competing interests 
• Often very, very messy 
• Embedded in the full breadth of human 

tradition 
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What is Law? 

Presenter
Presentation Notes
Systems of rules that govern a society – not pretending this is a truly formal definition, but close enough
Occurs in a context
  Tradition of evaluation
  Authoritative source
  Primitives for acting on
A temporary settlement between competing interests
Often very, very messy
  Exceptions, fuzzy thinking, special cases, unclear language
  Exceptionally dense
  Not separable from a social context
  Denser than code
  Huge
How do legal traditions work?
  Context for law is a pool of information
  Different parts take emphasis over time
  Knowing about other ways of working changes the meaning of the pool





• Enabled and empowered actors accrete 
law over time 

 
• Constitutional processes are often unique 
• Don’t (necessarily) need to deal with full 

complexity of the legal system 
• Must pay attention to cultural and logical 

context 
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How is Law Created? 

Presenter
Presentation Notes
Full answer is beyond this scope and dependent on tradition
Fundamentally, enabled and empowered actors accrete law over time

Constitutional processes are often unique, however
Do not (necessarily) need to deal with the full complexity of the entire legal system, because it exists before (most) of that structure, even though it will likely be interpreted in the context of a specific system
Must pay attention to cultural and logical context




• Romans 
• Liebniz & Civil Law 
• Civilization of Common Law 
• Other traditions are more complex for 

analytics 
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A Brief History of Analytic Law 

Presenter
Presentation Notes
Romans, with what became civil law, first to attempt systematization
Got put partially on hold until the 17th century, with a slow shift as church law and roman law merged in the middle ages and rennaisance
Leibniz took time off from the calculus, created the geomtrician tradition of jurisprudence
In his Corpus Juris Reconcinnatum, attempted to build new way think of law
Successfully reformed medieval law to allow for deductive logic; project still ultimately a failure by Leibniz's standards
Work on systematizing civil law into codes continued, but never became truly computable
Common law has followed course
Sharia and Confucian legal structures are culturally more complicated



• Economic collapse and civil unrest 
• Demand for fundamental changes in 

government 
• National Forum 
• Constitutional Assembly 
• Court hijinks 
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What Happened in Iceland? 

Presenter
Presentation Notes
Economic collapse followed by a sudden governmental replacement
Significant social unrest demanding more fundamental changes in governance
Began replacing constitution in 2010
National Forum (thousand people, lottery, set agenda for following process)
Elections for Assembly (525 for 25)
Court case, invalidation of first election on spurious procedural grounds



• Assembly seated by fiat in May 
• Agile process 

• Three sub-teams 
• Week-long sprints 

• Took longer than originally planned 
• Posted each week’s drafts online 
• Comments by message board and 

Facebook 
• Document submitted in Alþingi in August 
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What Happened in Iceland? 

Presenter
Presentation Notes
Existing assembly seated by fiat in May
Agile process, three sub-teams doing week-long sprints
Originally a completed draft by June 16th, extended to mid-July
Ran behind like any dev project
Posted each week's drafts online
Comments by message board and facebook
Final document submitted to Alþingi, which has done... Nothing
Continuing pressure to adopt

[Was not crowdsourced.  Was not written on the Internet.  Was very participatory, but all language came from the assembly]



• Individual defense in court is taken 
seriously 

• Literal interpretation of text beats case 
law 

• Law becomes more code-like 
• A constitution is self-contained and 

tractable 
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Icelandic Law 

Presenter
Presentation Notes
Individual defense in court
Case law has no standing
Plain-language interpretation
Details of language and logical structure paramount
Law becomes more self-contained and code-like



 
So, I met this crazy guy in a Thai place in 

Reykjavik and we got to talking…. 
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Wait, you did what? 

Presenter
Presentation Notes
Met this crazy guy in a thai place in Reykjavik
Why on earth did we do this?
  Hubris.  Because we can.
  Because we’ve got ideas about a new way of doing things, and no one else is doing it, so we’re doing it even if we’re massively unqualified.
  All the lawyers may now roll their eyes
Systems are systems, and the same tools work everywhere



• Analysis of the “security of law”, using the 
tools of the security world on law 

• Analysis of law is much easier, 
theoretically, if you have write access 

• Entirely unaffiliated amateur process 
• Four processes, conducted in parallel 
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What We Did 

Presenter
Presentation Notes
Analyzed the "security of law“
Using tools from security/software to analyze proposed law
Analysis much easier, more sensible if you have write access
Entirely unaffiliated amateur process



Four Part Project 
• Translation 
• Textual Analysis 

• Design Review 
• Threat Modeling 
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Presenter
Presentation Notes
Four branches to our work

First, crowdsourcing a translation – this was the only part of the process which was truly crowdsourced, and probably the source of that Guardian Article
  Largely my fault as everyone else is Icelandic
  Bringing in a lot of external visibility




• Complexity and reading level statistics 
• Weasel words 
• Boolean structure analysis 
• Unbound variable checks 

• 19 terms in the current draft 
• Ambiguous statements analysis 
• Deconstruction into predicate phrases 

Four Part Project 
• Translation 
• Textual Analysis 

• Design Review 
• Threat Modeling 
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Presenter
Presentation Notes
Lint for law

Readability indexing determines complexity and reading level
  Done on English, did work toward algorithms in Icelandic, didn't finish
  Readability is critical; constitution must be understood by everyone
Manual checking for weasel works, looking for ambiguous interpretations
Boolean structure; looking for contradictions and complex constructions
Unbound variable checks, like a compiler
  All the terms reference by not defined
  19 terms in the current draft not clear from common Icelandic usage
Higher level, looking for ambiguous statements more generally; shades into
  design review
Deconstruction into predicate phrases, "X shall Y“
  Looking at implication structure and precedences



• Fast and expedient, but informal and 
limited 

• Focused on identifying responses to 
anomalous conditions 
 

Four Part Project 
• Translation 
• Textual Analysis 

• Design Review 
• Threat Modeling 
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Presenter
Presentation Notes
Bunch of people sitting around a table looking for failures
Not perfect, but fast and expedient
Specific focus on identifying potentially anomalous conditions



• Constructing a formal threat model 
• Built around work on the Trike project 
• Most direct application of security 

techniques to law 

Four Part Project 
• Translation 
• Textual Analysis 

• Design Review 
• Threat Modeling 
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Presenter
Presentation Notes
Built around work on threat modeling with Brenda Larcom as part of Trike project
Most direct application of security techniques to law



• A tool for building formal models of 
processes and implementations 

• Usually business processes and software 
• Can be any systems with actors and 

assets 
• Best tool for complex adversarial 

processes 
• Makes smart people smarter 

The Trike Threat Modeling Method 
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Presenter
Presentation Notes
Trike is a tool for building formal models of processes and implementations
  Usually business processes and software
  Can be any systems with actors and assets
  Any complex adversarial process reveals new things via threat models
  Makes smart people smarter; keeps track of big systems of implications



• Particular concern in Iceland 
 

• Three-branch parliamentary democracy 
• Supreme court has seven members 

except when it has another eight 
• Alþingi gets to pick who supplements 

when ruling on constitutionality of law 
 

• Encapsulates what TMs are good at 

A Separation of Powers Bug 
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Presenter
Presentation Notes
Separation of powers is a particular concern; close with one bug

New constitution is a three-branch parliament
  Alþingi is roughly a thousand years old
  Checks and balances
  Supreme court has seven members except when it has another eight
  Judiciary is a check on parliament and executive
  Alþingi gets to pick who supplements when ruling on constitutionality of
    law
  Obvious, but encapsulates what TMs are good at
Threat modeling uniquely suited to solving Leibniz's problem
  Thinking formally about law while retaining carefully managed fuzz




• Statements of rights often have loopholes 
 
“Congress shall make no law… abridging 

the freedom of speech….” 
 

• Incomplete: 
• Only controls congress 
• Regulatory capture 
• Chilling affects 

Civil Rights and Completeness 
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Presenter
Presentation Notes
Loopholes and regulatory capture
  The US first amendment only controls the US congress, not states, cities, or private entities
    No free speech in malls, etc.
    Doesn't allow for control of chilling effects
      "Health and safety"



• Hampered by resources, coordination, 
and access to process 

• Only presented results informally 
• Many suggestions included in final 

document 
• Significant improvement in overall quality 
• Three articles adopted verbatim 

Results in Iceland 
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Presenter
Presentation Notes
Not as good as we would have liked
Resource and coordination issues
Only presented results informally, not formally
Still, many suggestions were included in final document
Significant improvement in quality of overall constitution
Three articles in the final document adopted verbatim with wording from members of CAST



• A crisis in governance 
• Mass regulatory capture 
• Taking action for resilience 
• Transparency in power 
• Prototypes for how to run a planet openly 

Transparency, Governance, and 
Resilience 
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Presenter
Presentation Notes
We have a crisis in governance
Mass regulatory capture
No ability to take action for resilience
Complete lack of transparency in power
We need prototypes for how to run a planet openly



to a Post-Revolutionary State Near You 
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Coming Soon 

Presenter
Presentation Notes
Currently in talks with people in a number of countries in North Africa
Monitoring other nations (South Sudan, Greece, Spain, France….)
Have already offered developmental aid around democracy in the UK, because it would be nice if they had one.



Thanks to: 
 • Smári McCarthy     • Brenda Larcom  
 • Jón Eðvald     • Tómas Árni Jónsson 
 • Gunnar Hólmsteinn    • Herbert Snorrason 
 • Clara, Ltd. 
 • International Modern Media Institute 
 • Constitutional Assembly Members: 
      Katrín Oddsdóttir 
      Vilhjálmur Þorsteinsson 
      Pawel Bartosek 
      Finnur Magnusson (CTO) 

Eleanor Saitta     
@dymaxion 
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CAST:  http://const.is  
Trike:  http://octotrike.org 
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